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About The Report

A

Planning started in early 2009

10x the number of PenTestsvs. Investigations

A tool for organizations in prioritizing 2010 initiatives
This is NOT a survey; only reatlife data

A tool for individuals at multiple levels
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For | SOs and Acqguirerse

The GI obal Security Report can be
A Identify high -risk market segments

A Learn how to pay closer attention to risky implementations

A Understand how attacks occur against POS systems

A Learn the areas that most organizations need help with
A Be an advocate to recommend when they should get assistance
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Analysis of Incident Response Investigations

Why? Organizations are Reacting!

A Perform Actions to Stop an Attack
T Understand the attack
T Understand the losses

A Provide Reporting to Interested Parties

A Assist Law Enforcement
I Apprehend criminals
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Incident Response 1 About the Sample Set

218 Investigations
A 24 countries

A 18% Found Inconclusive

| No evidence of critical data leaving
| Many factors impact an inconclusive case
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Incident Response 1 About the Sample Set

Types of Detection

- Regular Detection 80%
. Self-Detection 9%

" Public Detection 9%
‘-l Law Enforcement 3%

Regulator detection is the
most successful because
regulators are able to
correlate fraud use with
common legitimate sources.
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Incident Response 1 About the Sample Set

Countries Represented in 2009

Australia WEIEWSED
Belgium Puerto Rico
Canada Saudi Arabia
Chile South Africa
China Sri Lanka
Cyprus Switzerland
Denmark Ukraine

. Dominican United Arab
Republic Emirates
Ecuador United
Germany Kingdom
Greece United States

§ Ireland Virgin Islands
Luxembourg

SpiderLabs visited 24 different countries in 2009 to perform compromise investigatior
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Incident Response 1 About the Sample Set

Industries

B Hospitality 38%

- Financial Services 19%
7 Retail 14.2%

‘1 Food & Beverage 13%
. Business Services 5%

) Other 4%

- Technology 4%

. Education 1.4%

- Manufacturing 1.4%

Non-traditional targets
made up more than
50% of the 2009 cases.
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Incident Response 1 Investigative Conclusions

Types of Data at Risk

- Payment Card Data 98%

- Authentication Credentials <1%
ﬁFinancial Information <1%

- Other Sensitive Data <1%

- Health Care <1%

Payment Card Data is a
target for criminals looking to
turn data into cash quickly.
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Incident Response 1 Investigative Conclusions

Types of Target Assets

- Software-based POS 83%
. E-commerce 11%

1 Payment Processing 3%
T ATM 2%

- Web-based Portal <1%
- Workstation <1%

While many POS vendors have
patched their systems to support
security controls, many companies
are still running very old software.
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Incident Response 1 Investigative Conclusions

System Administration Responsibility

Third Party vendors are often negligent in their administration of security controls and best practices.
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