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Payment Card Industry Data Security Standard

1: Install and maintain a firewall configuration to protect cardholder data

2: Do not use vendor-supplied defaults for system passwords and other security parameters

3: Protect stored cardholder data

4: Encrypt transmission of cardholder data across open, public networks

5: Use and regularly update anti-virus software

6: Develop and maintain secure systems and applications

7: Restrict access to cardholder data by business need-to-know

8: Assign a unique ID to each person with computer access

9: Restrict physical access to cardholder data

10: Track and monitor all access to network resources and cardholder data

11: Regularly test security systems and processes

12: Maintain a policy that addresses information security

Not one or two, but 12 Requirements of the PCI DSS
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PCI DSS Compliance: Defense -In -Depth

ÅNo silver-bullet technology, person, process or procedure on its 
own will protect cardholder data or make you compliant

ÅDefense-In-Depth (as defined by the National Security Agency)

ï Technology

ï People

ÅAssign roles

ÅTraining

ÅAccountability

ï Operations

ÅEveryday procedures

ÅMaintenance activities

ÅSecurity assessments and incident response
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Technology ðOnly One Part of Defense -In -Depth

ÅNo one magic box that makes you compliant

Å Implementing a firewall alone will not protect cardholder data

ï Person must configure the firewall correctly

ï Policies must be in place for regular review of firewall rules

ï Additional, layered security needed beyond just the firewall

+ +



Copyright 2009 Trustwave Confidential

Layered Security ðMultiple Controls

ÅAny single control/device/technology will have flaws

Å Combining a number of technologies fills gaps

Å Approach prescribed by the PCI DSS



5 Key Technologies for PCI DSS Compliance
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1. Firewall

PCI DSS Requirement 1: Install and maintain a firewall

configuration to protect cardholder data

Internet
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2. Anti -Virus

PCI DSS Requirement 5: Use and Regularly update anti-virus

software or programs
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3. Intrusion Detection or Prevention System (IDS/IPS)

PCI DSS Requirement 11.4: Use intrusion-detection systems and/or

intrusion prevention systems to monitor all traffic in the cardholder data

environment and alert personnel to suspected compromises. Keep all intrusion

detection and prevention engines up-to-date.
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4. Log Monitoring

PCI DSS Requirement 10: Track and monitor all access to

network resources and cardholder data
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5. Vulnerability Scanning

PCI DSS Requirement 11.2: Run internal and external network 

vulnerability scans at least quarterly and after any significant change in the 
network (such as new system component installations, changes in network 
topology, firewall rule modifications, product upgrades). 

Note: Quarterly external vulnerability scans must be performed by an Approved Scanning 
Vendor (ASV) qualified by Payment Card Industry Security Standards Council (PCI SSC). 
Scans conducted after network changes may be performed by the companyôs internal staff.
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Trustwave Solutions to Bridge Gaps in Your Security

ÅTrustwave Managed Unified Threat Management (UTM)

Å Trustwave Security Event & Log Management (SELM)

ÅTrustwave TrustKeeper Vulnerability Scanning
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Trustwave Unified Threat Management

Core perimeter network security support:

Virtual Private 
Network (VPN) ï
IPsec compliant 

secure tunneling for 
encrypted 

communication

Web Content 
Filtering ïprevents 
inappropriate use of 
organizationôs 

Internet connection; 
user & group level 

policy and 
whitelist/blacklist 

support

Gateway Anti -Virus 
ï over 100,00 virus 
signatures for web 

and e -mail 
protection

Remote Access 
Control ï

authenticate users 
of Web -accessible 
services; conceal 

services  and 
applications used on 

an interim, as -
needed basis

Firewall ïindustry 
standard stateful  
firewall with NAT 

support

Intrusion Prevention 
System (IPS) ï

focused signature 
library protects 

against attacks in 
retail environments

Trustwave 
Unified Threat 
Management


