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President’s Message

New Year, Same Commitment to

Members

elcome to 2012.
The first month of the year is the time for looking

ahead at what a new year might bring.There are
plenty of predictions to be found, but rather than focus on
those, I want to direct your attention to the cover story in
this issue of Transaction Trends.Rather than try to forecast
exactly where the industry is headed, or what innovations or
technologies might dominate our thinking over the next 12
months, the article zeroes in on something much more
important—what it will take to compete effectively in a
rapidly changing business environment.

We don’t need a crystal ball to see that changes well
underway in 2011 will extend into the new year, or that in-
novations in the way consumers will pay for purchases and
merchants will accept payment are putting pressure on the
traditional merchant acquiring business model. The question
we're all facing is how to adapt and prosper.

Throughout our cover story and at conferences and
seminars, including ETA’s own Strategic Leadership Forum
last fall, the theme has become clear—success will come
from knowing your customers extremely well and having
the products, services, expertise and the desire to help them
succeed.

As I step into a new role as ETA’s president, it is clear to
me that this theme applies to our association as well. Most
of you reading this message are members of ETA.You're our
customers.And our goal for this new year must be to know

Our goal for
this new year
must be to
know you
better than
ever before
andtodo

all we can

to help you
succeed.

you better than ever before and to do all we can to help you succeed.I know that I
speak for all of ETA’s leadership, volunteers, and staff when I say that we are all com-

mitted to that goal.

Whether through events like our Annual Meeting and Expo and Strategic Leader-
ship Forum, publications like Transaction Trends,our Certified Payments Profession-
al credential, advocacy efforts, or educational programs and events, ETA will focus
like the proverbial laser on equipping you, and your company, for success.

It is truly an honor and a privilege to serve as ETA’s president,and I look forward

to working with you in the coming year.

Sincerely,

Eddie Myers

Eddie Myers is president of ETA

and president & COO of Payment Processing Inc.
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EPC Says Retailers Aren't Passing Along Savings

The Electronic Payments Coalition (EPC) is
taking retailers to task for failing, as prom-
ised, to pass along to consumers the mil-
lions they have apparently saved in debit
card swipe fees. Saying that consumers “got
a lump of coal this year from giant retail-
ers,” EPC said in a news release that at least
76 percent of retailers included in recent
research surveys have not passed promised

savings to consumers, despite already re-
ceiving $825 million in “windfall profits”
from the Durbin Amendment.

Congress justified the Durbin Amend-
ment, which established price controls on
the cost retailers pay to accept debit cards,
in part because of proclamations by retail-
ers that consumers would benefit in the
form of lower prices, the coalition says.

ETA Elects New Board Members, Officers

Members of the Electronic Transactions Association have elected a new board sec-
retary, voted in three new board members, and re-elected two current members, ac-
cording to an announcement by ETA Interim CEO Pamela Furneaux.

Debra Rossi, executive vice president, Wells Fargo Bank assumes the secretary role
for 2012. Chuck Harris, president of Netspend; Mike Passilla, president and CEO of Ela-
von; and Chris Hylen, general manager and vice president for Intuit, were elected to
their first two-year terms on ETA's board, while Gregory Cohen, president of Moneris
Solutions, and Jeff Rosenblatt, president of EVO Merchant Services, were re-elected to
additional two-year terms.

Under ETA's bylaws, Eddie Myers, president and COO of Payment Processing Inc.,
became president of the association on January 1. Roy Banks, CEO of ACCELERATED
Payment Technologies, is now president-elect,and Kim Fitzsimmons, senior vice presi-
dent of First Data Services, will serve as treasurer. Rick Pylant, chairman and CEO of
Strategic Payment Systems Inc., will remain on the board as immediate past president.

“I am looking forward to working with ETA’s officers and board members as we take
on the challenge of a new year in a rapidly changing business environment,” Furneaux
said while announcing the results of the election, which was conducted in December.
“ETA's 2012 board of directors reflects the diversity of expertise and backgrounds that
is emblematic of the payments industry today and crucial to guiding ETA through the
evolving payments landscape.”
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Senator Repeats
Attempt to Regulate
Prepaid Cards

U.S.Senator Bob Menendez (D-New Jer-
sey) is making a second attempt to regu-
late the prepaid credit and debit card
industry,and to limit hidden fees that he
said can steal as much as 20 percent of
the value of the cards.

The bill Menendez introduced is sim-
ilar to one he sponsored last year that
languished in the Senate.According to
his staff, he is hoping to get the proposal
referred to the Senate Banking Commit-
tee in the 2012 legislative session.

S.2030 would require the card com-
panies to disclose all fees in advance
of purchase, and include a wallet-sized
summary of the fees with the cards.
Certain types of fees, such as fees for
balance inquiries, would be prohibited.

AROUNDTHE HORN

FrontStream Payments Inc. has received a
new $10 million round of private equity fund-
ing raised through multiple funding partners,
bringing the capital investment total for the
company to $36 million since its founding. ...
Financial Transmission Network Inc.
(FTNI) has partnered with UNIT4 CODA to offer
a complete receivables management solution
to UNIT4 CODA's client base, allowing UNIT4
(ODA dlients to consolidate check, single, and
reoccurring ACH and credit card payments,
cash posting, and web payment on the ETran
Receivables Platform. .. Giftango Corp. ap-
pointed Jereme Marshall as director of stra-
tegic accounts. Marshall comes to Giftango
from Western Union, where he was the senior
director of global cards. . . Element Payment
Services Inc. has been selected by Business
Solutions magazine as one of the Best Channel
Vendors for 2012.



McAfee Says Mobile
Devices Will Be Prime
Hacker Targets in 2012

The security firm McAfee has released its
2012 cybersecurity threat forecast, indicating
mobile devices will become the hot target for
fraudsters in 2012.

The firm says 2011 saw the largest levels
in mobile malware history. In 2012, McAfee
says it expects mobile attackers to improve
their skills and move toward mobile banking
attacks. Techniques previously dedicated to
online banking, such as stealing from victims
while they are still logged on while making
it appear that transactions are coming from
the legitimate user, will now target mobile
banking users. McAfee Labs expects attackers
will bypass PCs and go straight after mobile
banking apps,as more and more users handle
their finances on mobile devices.

McAfee’s experts also predict a surge in le-
gal spam as legitimate advertisers adopt tech-
niques once reserved for spammers pushing
phishing attacks and other illegal scams.

For more information, see the full report
at www.mcafee.com/us/resources/reports/
rp-threat-predictions-2012.pdf.

CNN and Mashable Rate NFC
Payments a Top Tech Trend for 2012

The payments world has been talking about near-field communication
(NFO) based payments and speculating about their arrival for a couple
of years or more,but a sign that the technology may be near the fabled
tipping point comes from its arrival in popular media, namely the tech-
oriented news site Mashable and CNN, the cable TV news channel.
In a feature titled “The Top 10 Tech Trends for 2012, CNN and
Mashable teamed up to name NFC payments number 3, right along
with touch computing, social gestures, and flexible computer screens.
Says the feature:“By 2013, one in five cell phones are expected to be
NFC-equipped. Early contenders include Google Wallet, Visa Wallet,
Serve, and ISIS”
erce
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ast October, PayPal Inc. announced

the launch of the PayPal card, basi-

cally a mobile wallet that would store

encrypted data pertaining to multiple

cardholder accounts on its magnetic
stripe. Expected to be on the market by second-
quarter 2012, PayPal card will let consumers se-
lect from a variety of accounts to pay for pur-
chases. PayPal also is building a mobile wallet for
Google Inc’s Android smartphones and, within
the past year, has made a number of mobile-re-
lated acquisitions with its parent company eBay
Inc. For example, it purchased Fig Card Corp.,
whose technology enables mobile payments at
the point of sale, and Zong, which enables pay-
ments via cell phone account numbers.

These moves—along with the advent of smartphone mobile wallets (e.g.,
Google Wallet), new mobile payment applications, NFC technology,new POS
hardware, and more—may indicate disintermediation in the electronic pay-
ments industry is taking hold. And some experts see ominous consequences
for ISOs, MSPs, and acquirers.

“There is no question that there will still be ISOs, MSPs, and acquirers in
the short and long term,” says Henry Helgeson, co-CEO of Boston-based 1SO
Merchant Warehouse. The traditional players will indeed continue to sell credit
card services, but their survival going forward will be contingent upon the
adoption of very different business models and approaches aimed at “pre-
venting vendors,VARs, and the Google Wallets of this world from eating their
lunch,” he adds.The year 2012 will not bring “the death of ISOs, MSPs, and
acquirers, but it will herald the disappearance ISOs, MSPs, and acquirers as
we have known them”

Making Friends

For many companies, alliances with mobile payment solution providers and
the likes of Google and PayPal will aid survival. Merchants adopting mobile

TRANSACTION trends | January 2012 9



solutions—especially smaller ones—may
lack the savvy and the resources to success-
fully integrate mobile payment acceptance
of any kind. Ideally, they’ll look to ISOs for
help, says John Barrett, senior vice president
of the independent sales arm of Atlanta-
based First Data Corp.“Certainly, there is a
challenge posed by the newbie payment
contenders,” Barrett asserts. “But still, there
must be service providers—namely ISOs—
to teach merchants ways to adopt the tech-
nology and utilize it to their competitive
advantage”

Google and others have been receptive
to ISO and similar partnerships. First Data
is now working closely with Google Wallet:
First Data’s Trusted Service Manager solution
enables over-the-air provisioning of payment
card credentials to Google Wallet.

Similarly,some ISOs are looking at partner-
ships with Square Inc.,a service that allows
anyone anywhere to accept credit cards via
a free credit card reader that plugs into a
mobile phone or iPad.There’s no monthly
fee, merchant account, or extra equipment
required.

“ISOs need to remember that they aren’t
competing against innovations like Square,
which are really just other technologies
ISOs can adapt and use to go out and win
merchants,” says Will Graylin, CEO of mobile
commerce solutions provider ROAM Data
in Boston.

Those companies that fail to align with
mobile commerce solution providers, third-
party processors, and similar organizations
may find themselves at a great disadvantage.
For instance, ISOs have plenty of opportu-
nity to develop solutions to let merchants
“connect”with alternative payment systems
at the payment gateway or right at POS ter-
minals themselves, says Helgeson. Merchant
‘Warehouse is working on just such a project,
he says.

Another alternative for ISOs and agents
on the mobile side is to introduce their
own mobile wallets. Wireless payment and
mobile solutions provider Apriva has intro-
duced a mobile wallet that ISOs and inde-
pendent agents can promote as part of their
branded offerings to retain merchants and
position themselves as “payment consul-
tants,” suggests Paul Coppinger, president.
Because Apriva expects transaction vol-
ume to sufficiently compensate for the two
years of development costs, ISOs won’t be
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charged for the wallet.

Coppinger says the Apriva wallet is unlike
the NFC-equipped smartphone solutions
being promoted by some as the “future
of mobile payments” in that it works with
all smartphones and nearly every “card-
accepting” terminal rather than only on
some smartphones and with a limited num-
ber of terminals (although some of the lat-
ter may require reprogramming in order for
the solution to operate properly). With this
particular wallet, consumers still swipe a
credit, debit, or stored-value card to access
the wallet. However, the wallet itself—not
the card—keeps track of loyalty points, func-
tions as a repository for loyalty offers, and
can store information from vehicles that
range from union cards to driver’s licenses.

Tail-Wag Worthy Services
‘While industry followers have long main-
tained that the most successful ISOs func-

tion as merchants’ trusted advisors, the new
breed of electronic payments players will go
several steps further by promoting a varied
roster of services,such as those built around
the ramped-up deployment of NFC and mo-
bile payments/wallets.

“The challenge with mobile wallets is
how to handle multiple brands,” says Scott
Henry, director, North America product mar-
keting, for VeriFone.“Consumers are not go-
ing to coalesce around one brand, or even
two.The technology in many ways lowers
the barriers to entry for alternative payment
schemes, but the merchant is going to need
an easy way to manage this”

Although it is unrealistic to think that
ISOs, MSPs, and acquirers will be able to
“physically update every terminal every
time there is a new wrinkle to Google Wallet
or some other wallet, or will want to make
continual upgrades to enable new wallets as
they become available,it is feasible for these



entities to provide merchants with services
of this kind and more, in virtual fashion and
on a subscription basis, says Henry.Accord-
ingly, VeriFone this past spring rolled out
PAYMEDIA, a turnkey solution for equip-
ping merchants with “intelligent checkout”
capability that integrates traditional and
nontraditional payment-enabled media and
services as well as such “value-adds” as digi-
tal couponing, loyalty, and location-based
social media.

The ability to integrate technology that al-
lows for payment acceptance through social
media like Facebook also will be a“must” for
ISOs in the new paradigm.“Alternative cur-
rencies are projected to proliferate as social
networks, wireless carriers, app developers,
and even merchants further interface the
‘credits’ built into their products with banks
and the like,” says Kurt Roemer, chief secu-
rity strategist at virtual solutions provider
Citrix Systems.

“Certainly, thereis a
challenge posed by
the newbie payment
contenders. But still,
there must be service
providers—namely
150s—to teach merchants
ways to adopt the
technology and utilize
it to their competitive
advantage.”

— John Barrett, First Data

“ISOs and payment processors will need
to adapt to the broadened payment ecosys-
tem in part by being the hub for clearing
alternative currency transactions. If they
establish deep relationships with app and
social media vendors, they may have an even
bigger role to play in the collaborative trans-
action processing model of the future”

Barrett adds that ancillary services will
also shore up ISOs, MSPs, and acquirers
for challenges going forward. He cites Web
hosting, cash advance programs, and ATMs
as prime examples.

Chasing After VARs

Not surprisingly, Barrett and Roemer,
along with Helgeson, point out that the
broadening payment ecosystem is not the
sole potential obstacle for ISO viability.
VARSs, too, pose a challenge. In addition to
more aggressively promoting payment pro-
cessing services, they are attempting to lock
in merchants by expanding beyond POS
hardware and software sales into managed
services, value-added programs (gift and
loyalty cards), and more.The introduction
of new initiatives designed to give VARs
easier entrée into the payment processing
space just ups the ante here, sources say.A
new Visa program that gives VARs, as well
as acquirers and other traditional payment
gateway providers, a direct connection to
the VisaNet global processing network via
a flexible XML-based application program-
ming interface (APD is just one example.

“More and more merchants are relying
on the comprehensive solutions offered
by VARs for their payments processing
needs,” Darren Parslow, Visa’s global head
of processing, said when the program was
announced in mid-2011.A Visa spokesper-
son declined to reveal how many VARs have
signed on for the program but notes it has
attracted considerable interest in the reseller
community.

ISOs’ and acquirers’ response should
come in the form of partnerships not unlike
the ones they form with mobile payment
solution providers.“ISOs still retain the pri-
mary payments processing savvy,and there
are VARs that want to offer that to their mer-
chant customers without moving beyond
their own core competencies,” says Dan
Heimann, manager of solutions consulting
for global electronic payment software pro-
vider ACL“They see partnerships as a ticket.
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Through several acquisitions of comprehensive school nutrition and POS providers, Heartland Payments
Systems now offers a full suite of front- and back-end K-12 school nutrition and POS solutions to more
than 19,000 public schools across the United States. One such service is SeeMyPlate, seen here, which

allows parents to monitor their children’s meals, helps educate students and parents about nutrition, and
empowers children to make healthy eating decisions.

Conversely,VARs have the expertise on the
payment technology integration side, and
have been deftly deploying mobile payment
solutions into the retail market. Together,
VARs and ISOs are a strong force.”

Best of Breed

Just as ISOs, acquirers, and payment proces-
sors will need to adjust their business mod-
els to accommodate VARs’ moves into the
payments processing arena, they also will be
compelled to emulate resellers’ practice of
specializing in a handful of vertical markets
rather than boarding and servicing a wide
swath of merchants in myriad industries.
Those vertical markets to which the con-
cept of payment vehicles other than cash
or checks has only recently been introduced
hold the most potential, says Hafez Barakat,
vice president of Downers Grove, Illinois-
based Velocity Merchant Services.

“We can’t do everything,and anyone who
can find a niche to sell in has, and will con-
tinue to have, a greater opportunity for suc-
cess,” Barakat says.

Velocity Merchant Services is delving
heavily into the health/pharmaceuticals
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market. Payment processing solutions are
tailored specifically for individual sub-
segments of the overall vertical, such as
physicians’ offices, dental facilities, clinics,
pharmacies, and fitness centers. Where
appropriate, Barakat notes, the solutions
can be tweaked to reflect the payment
processing needs of merchants in spe-
cific specialties; for example, an acupunc-
turist can get a custom-configured solu-
tion that is much different than that of a
dermatologist.

Princeton, New Jersey-based Heartland
Payment Solutions is following a similar
path. Last October, the payments processor
announced that its Heartland School Solu-
tions had, in a move to make it a market
leader in the K-12 education space,acquired
School-Link Technologies Inc.,a provider of
POS and school nutrition solutions for the
elementary and secondary school segments.
The acquisition was Heartland’s fourth
move of this type within a 10-month inter-
val, bringing its total portfolio of schools
served to 19,000.

In addition to POS software and hard-
ware, Heartland School Solutions offers a

payment website parents can use to pay for
school lunches and activity fees.The school
meals payment platform lets K-12 institu-
tions order products, manage inventory,
and plan menus, while also giving parents
the option of monitoring their children’s in-
school food consumption online through
a feature called SeeMyPlate. Those features
have made the program attractive to school
districts even amidst budget shortfalls, says
Michael Lawler, Heartland School Solutions’
executive director.

Much smaller players are also looking to
specialization—some focusing on only a
single market. For example, payments pro-
cessor ClickPayServices Inc. specializes in
fully integrated payment solutions for the
multi-housing industry, including residen-
tial and commercial property rentals, home-
owner association dues, parking garages in
residential and commercial buildings, and
college housing.

ClickPayServices charges landlords a fixed
merchant account fee of 2.3 percent to 2.9
percent, depending on monthly volume of
rents paid.Tenants pay either a $2 process-
ing fee for an electronic check or $9 for a
credit card payment. The company’s rev-
enues totaled about $2.5 million in 2010,
according to Steve Kambhi, founder and ex-
ecutive vice president. (2011 figures were
not yet available at presstime.)

The availability of Web-based account
management tools to property owners who
sign up to accept credit card and electronic
check payments through ClickPayServices
makes it even more attractive, says Kamhi.
One tool lets real estate brokers use their
smartphones to accept deposits from rent-
ers at apartment and commercial property
showings.

‘Whatever the strategies ISOs, MSPs, and
acquirers undertake for keeping their busi-
nesses steadily on the path to growth de-
spite the significant changes of the past few
years and challenges ahead, one thing is cer-
tain: “They need to literally, and figuratively,
emerge from the box,” Helgeson concludes.
“This means layering services and value on
top of credit card processing and hardware
and experimenting with different types of
relationships. Otherwise, yes, being eaten up
is a distinct possibility” TT

Julie Ritzer Ross is a contributing
writer to Transaction Trends. Reach ber
at jritzerross@gmail.com.
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Could China be the cure for what ails the U.S.
electronic payments market?

By Julie Ritzer Ross

KEY NOTES

t least initially, the concept of targeting China’s electronic

P> Within the next two to four years, China's payments market appears entirely viable: Last year, China
online payments market will surpass that of surpassed Japan to become the world’s second-largest
the United States. Experts predict a 20 percent economy after the United States; its gross domestic product
annual growth rate for credit and debit cards (GDP) was expected to have risen by about 9.1 percent in
in China. 2011,and comparably so through at least the end of the decade, accord-
P> Major obstacles render China’s card ing to the National Bureau of Statistics of China. Moreover,a population
and electronic payments sector more of about 1.3 billion would make China the world’s third-largest con-
challenging—among them, trade barriers, a sumer market by 2025, according to worldwide business consulting firm
“saver” mentality, and lower merchant fees. McKinsey & Company. Further, credit card issuance to Chinese consum-
P» Issuers and acquirers should think in ers remains on the upswing, with the number of account holders increas-
terms of what they can learn from and offer ing from 11 million in 2004 to approximately 229 million by year-end
to the Chinese market to optimize their

involvement.
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2011, reports The Datamonitor Group, a
global market analysis organization.

“In terms of transactions and overall us-
ers, China’s credit and debit card market
is already as big [as] or bigger than in
the U.S.)” and elsewhere, observes Dave
Carini, managing director at Beijing, Chi-
na-based Maverick China Research. “But
within the next two to four years, Chi-
na’s online payments market will surpass
that of the U.S” Last year, transactions ex-
ecuted through China’s online payment
companies totaled more than $156 bil-
lion for the first time, a figure Carini says
will triple in the next two years, while
cards accounted for about 35 percent of
retail spending versus zero percent 10
years ago.

Moving forward, “we are looking at a
20 percent annual growth rate for credit
and debit cards in China,” concurs Feng
Lin, general manager, Greater China, for
international payment systems provider
ACI'Worldwide. Lim notes that credit and
debit card penetration in China’s four
largest cities—Beijing, Shanghai, Guang-
zhou, and Shenzhen—now exceeds 30
percent. A majority of these cards are
held by members of the younger genera-
tion, who want to leverage them in tra-
ditional brick-and-mortar retail environ-
ments as well as online, Lin says.

While the data appears promising,
major obstacles render China’s card and
electronic payments sector both less lu-
crative and seemingly more challenging:

Trade barriers. China has only

one domestic bankcard associa-
tion—China UnionPay. Founded in March
2002 and operating under the auspices
of the People’s Bank of China (PBOC),
China’s central bank, China UnionPay is,
with the exclusion of Hong Kong and Ma-
cau, also China’s only interbank network.
It links the ATMs of nearly 200 banks
throughout mainland China and func-
tions as an EFT-POS.

“China UnionPay has partnered with
banks like Citibank, as well as with Visa,
MasterCard, and, more recently,American
Express, to bring co-branded cards to
China, but at least for now, that is where
it has stopped,” says Paul Avery, regional
director, Asia, for Retail Decisions Inc.,
an international provider of payment
and fraud solutions. “It has the entire
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monopoly over domestic pricing and
services. Additionally, foreign companies
cannot issue cards denominated in Chi-
nese currency.”

Complicating matters even further,
non-Chinese companies can’t build net-
works to support credit cards or process
transactions. Only licensed organiza-
tions—24 exist now—can function as
third-party payment providers. Providers
backed by foreign money must obtain
special permission from the Chinese gov-
ernment to go into business, and foreign
backing must comprise only a minimal
portion of the total investment.

Banking issues. Chinese banks
have less experience on the con-
sumer lending front and are more risk-
averse than their counterparts in many
other nations. China is probably better
suited to embrace a European acquiring
model that calls for direct merchant rela-
tionships with banks than to adopta U.S.
acquiring model, where ISOs function as
the intermediaries between banks and
merchants.
“In the short term, banks will be re-
luctant to do anything that doesn’t give
them the ability to establish a direct re-

lationship with and ascertain the risk of
a merchant,” says Souheil Badran, senior
vice president and general manager of
Digital River World Payments, a global e-
commerce solutions provider.“Managing
merchant risk and fraud is a significant
issue since there are so few merchants
accepting cards today.”

Lower merchant fees. The low-

er fees make acquiring a less lu-
crative proposition. Fees typically range
from 1 to 2 percent but, in some cases,
are set at 0.6 percent. Government regu-
lations stipulate that 70 percent of mer-
chant fees be remitted to issuers; 20 per-
cent to acquirers themselves; and 10
percent to China UnionPay.

Saver mentality. While Chinese

consumers are indeed warming
to the idea of credit, China is, according
to McKinsey & Company, a nation rife
with “savers” as opposed to “spenders.”
Chinese households generally save about
25 percent of their discretionary in-
comes—about six times the savings rate
in the United States and three times the
rate in Japan. Many consumers, McKin-



“We are looking at a 20 percent annual growth rate for
credit and debit cards in China.” A majority of these cards
are held by members of the younger generation, who
want to leverage them in traditional brick-and-mortar retail
environments as well as online. g xawosue

sey’s research indicates, would prefer to
use savings or borrow money from rela-
tives rather than incur credit card debt to
purchase high-ticket items.They are even
less inclined to carry balances. According
to McKinsey,a mere 6 percent of all trans-
actions are executed with credit cards,and
outstanding credit card balances account for
less than 0.1 percent of the GDP.

But wait, there are opportunities as
well—if not now, then down the road. Cre-
ative thinking is required. “U.S. issuers and
acquirers will have a hard time in China un-
less they look beyond the transaction and
partner with local banks,”Badran asserts.“Is-
suers and acquirers should think in terms of
what they can learn from and offer to the
Chinese market to optimize their involve-
ment. For example, are there services like
risk management that could be carved off
from stable U.S. and European Union busi-
nesses and offered within the larger Chinese
payments ecosystem?”

Monopoly no more. A World

Trade Organization (WTO) dispute
settlement panel formed at the behest of the
U.S.Trade Representative’s office is working
to loosen China UnionPay’s monopoly on
the nation’s domestic card market. Several
years ago, China pledged to the WTO that it
would open its payment market, but it has
yet to deliver on that promise. “It is quite
likely that the threat of economic sanctions
might move China in the direction the U.S.
card associations want it to go,”Avery says.

Mobile payment adoption.

“China is easily the world’s largest
single mobile market, with more than 868
million cellular subscribers (as of March
2011)”and annual mobile payment volumes
likely to exceed $8 billion by 2014, notes
Jake Saunders, vice president, forecasting

and operations, for ABI Research, a technol-
ogy research firm.

China’s mobile payments industry is “bur-
geoning,” luring myriad players from three
disparate camps attempting to assume
“first-mover” advantage and jostle for a big-
ger piece of the pie, says Saunders. Contend-
ers include financial institutions like China
UnionPay, as well as third-party mobile pay-
ment service providers and mobile network
operators (MNOs) like China Mobile, China
Unicom, and China Telecom.

China UnionPay is flexing its muscles here
with the debut of an NFC-enabled Android
phone that supports its mobile payment
standard. Manufactured by Taiwan-based
HTC, the phone features the bank’s NFC ap-
plication on microSD cards to be issued by
its banking partners.The microSDs for the
unit are designed to work with the builtin
NFC chip and antenna in full NFC phones.

China UnionPay also has launched a
program to allow its POS terminals to ac-
cept contactless payments.The bank was
expected to have converted some 700,000
individual units to contactless payment ac-
ceptance status by the end of 2011.

Some sources say China UnionPay has a
leg up on third-party mobile payment ser-
vice providers and MNOs because a major-
ity of Chinese consumers buy their cellular
phones from retailers, rather than from mo-
bile payment service providers. Moreover,
while few, if any, of China’s mobile payment
service providers subsidize consumer cel-
lular phone purchases (as is a common prac-
tice in the United States), the bank has the
power to do so.“There will almost certainly
need to be some kind of partnership model
with mobile payment service providers due
to the power” China UnionPay has and in
light of its progress on the terminal retrofit-
ting front, Avery says.

Others suggest MNOs will win mobile

payment dominance in China, however, as
a result of concerted efforts to further de-
velop their 3G subscriber bases and partner
with remaining key players and industry par-
ticipants to drive NFC usage.Among steps in
this direction, China Mobile last year bought
a 20 percent stake in Shanghai Pudong De-
velopment Bank as a component of its ven-
ture into the mobile payment sector.

However the scenario plays out, expect
an ongoing battle between the proximity
payment technology standards—RF SIM
versus NFC, operating on the 2.4-GHz and
13.56-MHz band frequency, respectively.
“Operators, vendors, and consumers are
often confused and torn between the sup-
posedly better payment technologies that
each has to offer,” Saunders explains. “This
not only delays the commercial rollout of
these payment services; it also prevents fur-
ther development of the mobile payments
value chain and business models.”

NFC add-ons. Saunders says that

NFC “enablers” and solutions pro-
viders will,“while waiting for the official
NFC deployment to occur,” benefit by
providing “bridge” solutions as technicali-
ties are ironed out and as handsets em-
bedded with NFC technology penetrate
China’s subscriber base. Among these
solutions are NFC handset add-ons, most
notably contactless SIM cards. Saunders
cites SIMpass, a SIM-card based mobile
proximity payment solution from global
manufacturer Watchdata Technologies, as
a key example, noting that it has garnered
strong interest from China Mobile, China
Unicom, and China Telecom alike.

“The Chinese government has made it
abundantly clear that it favors an NFC de-
vice solution utilizing the 13.56-MHz fre-
quency band,” Saunders says. “The bridg-
ing solutions break the chicken-and-egg
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development cycle.It bodes well for those that want to
get in on the game that hence, more NFC handset add
ons are shipped compared to NFC enabled mobile hand-
sets, which are mainly smartphones—3 million add-ons
versus 45,000 handsets in 2010”

Terminal upgrades. While observers have ex-
pressed uncertainty as to whether Chinese mer-
chants will migrate from their existing feature-rich POS
terminals—many of which tout more functionality than that
offered by models available in the United States—to jump

“Issuers and acquirers should think in
terms of what they can learn from
and offer to the Chinese market to
optimize their involvement.”

—Souheil Badran, Digital River World Payments

on the contactless bandwagon, the consensus appears to be
that this will not be a barrier to adoption.

“In China, terminals are typically owned by acquirers
rather than by merchants, and are thrown in along with
low fees as part of an enticing package,” Avery says.“If new
terminals will, in merchants’ eyes, bring business in, they
will demand them.”

“Merchants—and the authorities—do consider their sys-
tems to be ‘better-than-U.S.; but the Chinese market has not
had to contend with legacy terminals” as the United States
has, Saunders says.“Mobile payment is likely to grow at a
cautious pace, on a ‘per head of the population’ basis, but
once you take into account the size of cellular market in
China, the numbers can pack some weight.

For his part, Badran predicts that increasing mobile pay-
ment penetration will give rise to a new breed of online
Chinese shoppers—individuals who access the Internet ex-
clusively via their cellular phones, instead of occasionally or
entirely though a personal computer. Online merchants may
need to adapt their offerings to accommodate this growing
target audience, possibly yielding additional entrée into the
market to solutions providers.

In short, sources agree, the mobile piece of China’s elec-
tronic payments puzzle is a microcosm of the entire market.
“Things are opening up slowly, but they are opening up,’Lin
concludes. “In six to seven years, we could be seeing U.S.
entities conducting business very freely. Time will tell” TT

Julie Ritzer Ross is a contributing writer to
Transaction Trends. Reach ber at jritzerross@gmail.
com.



Startup Stories:

Billinglree leverages partnerships to entice clients, and uses its
position to support charitable organizations

By John Manasso

cott McCollum showed signs of entrepreneurial spirit

even before he began his business career full-time. After

finishing his college basketball career at Pepperdine Uni-

versity—where he tussled with the likes of future Basket-

ball Hall of Famers Hakeen Olajuwon, John Stockton,and
Clyde Drexler—the 6-foot-10 McCollum played professionally in
Europe for 10 years, most of them in Switzerland.

While studying for his International MBA in Lausanne, he put
together all-star games for three years. Each Swiss team was allowed
to have two Americans on its roster. So once the eight-month season
had ended, McCollum recruited all of the Americans, brought in a
big-name NBA player or two like Spud Webb or Dominique Wilkins,
lined up sponsors, rented out an arena, and put on a show.

The experience helped prepare him for the role he’s held for
the past four-and-a-half years as president and a partner in Phoenix-
based BillingTree, which forecasts growth of 25 percent for this
year. The 50-employee company has 1,800 customers and believes
in using cutting-edge technology to help its merchants get paid
more, and more quickly.The eight-and-a-half-year-old ISO was born

) BillingTree, Phoenix

: Founded: 2003
Portfolio size: 1,800 customers
Number of employees: 50

out of experience of one of its founders in the ARM industry—better
known as the “accounts receivable management” industry or, even
more colloquially, collection agencies.

The company launched with three founders—Jim Worman, John
Mousheghian, and Dan Willis—and two other people, all working
out of a basement for six months, McCollum says.

With the ARM industry still at its core, the company has since
diversified to serve companies in the medical industry and utilities.

“Think of the medical industry and all subverticals that go into
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Startup

BillingTree

it,” McCollum says.“When we talk medical,
there’s such potential, it’s amazing.” A typi-
cal hospital stay can generate seven different
bills: the radiologist, the blood work, the lab
work, your doctor, he says.“We see that as a
huge market”

Part of BillingTree’s pitch to customers
like hospitals reflects that industry’s busi-
ness model. Hospitals often have to write
off as unpaid between 8 and 10 percent of
the amount that they bill. BillingTree shows
these customers that by partnering with the
company and investing in some of its tools,
they can recoup a much larger percentage.

Building a Team

After his basketball career ended, McCol-
lum’s work experience was in the software
industry. He owned a company that wrote
and designed database software that was
integrated to work with call centers. Some
of his clients were the same as those of Bil-
lingTree’s founders. Before becoming presi-
dent,McCollum had served on BillingTree’s
board. He then sold his company and joined
BillingTree as president.

“We're not designing the software our-
selves,” he says. “We’re pushing money
electronically”

Since BillingTree does not create its own
software or technology, one of its most im-
portant strategies is to keep on top of which
companies do. David Yohe, the company’s
director of corporate marketing, says Bil-
lingTree attends about 35 trade shows each
year, sending both its sales force and busi-
ness development teams. McCollum says he
wants the business development team—the
ones responsible for scouting out the latest
technology—to scour between 50 and 100
booths.

The work helps them find partners like
one BillingTree uses for back-end Web de-
sign. “I don’t want to take our focus off
being a payment-processing company. We
partner and white label the products,” says
McCollum. “We try to get the best of and
then we partner and integrate, so our sys-
tems can talk to each other seamlessly. Our

WORDS

more than ever”

ment each other as well”

\

WISE

= Partnerships are critical. “Find the right processor that has some li-
quidity;” says BillingTree President Scott McCollum. ISOs come and go, he
adds.“They put their foot in the water. They get underwater. I think being
in a stable partnership—and making sure the banks you're with are solid
and the network partners that you're dealing with—is very important, now

H Set your sights on where you want to go. “We had smart people
who worked really hard and figured out how to service an industry that
was underserviced,and that led to new verticals,”says Director of Corporate
Marketing David Yohe, in reference to the company’s starting out serving
the ARM industry.“Set your sights on where you want to go and focus on
individual goals. Measure how well you achieve your success before taking
on additional challenges for the company”

= Don’t go it alone. “And don’t assume that your competitors are the enemy;’
says Yohe.“We found more often than not that while some companies may
offer some similar types of services, there are areas where we can comple-

whole business model, bigger picture, is
we want to simplify the world of payment
processing”

Among the tools BillingTree offers to its
customers is an interactive voice response
(IVR) payment service.The concept is to
make it easier for customers to pay by us-
ing, in some cases, 800-numbers that are
open 24/7. McCollum offers the example
of someone who gets home from work late
and wants to make a payment after 9 p.m.,
after the call center has closed, or on the
weekend when paying bills.

“We integrate payment gateways into rev-
enue cycle management software packages,”
he says.“Something that goes through and
says I’'m going to create an invoice, send an
invoice,and that’s where we come and give
them an option to send that invoice elec-

LET US PROFILE YOUR ISO
Is your company a successful ISO? Let us tell your story. Email jrossi@strattonpublishing.com for more information.
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tronically, pay it electronically,get the money
four to five days quicker than if they sent
a paper statement—plus the cost that goes
with it.

“It more than makes up for it by doing it
electronically and their payment cycle is so
much faster”

Training Camp

BillingTree takes maximun advantage of
new technologies not only in the tools it
offers its merchants, but also in selling its
customers on new product features, par-
ticularly through the use of webinars.The
average attendance for a BillingTree webi-
nar is 40 to 50 people, but it’s had as many
as 100, says Yohe.The company records the
webinars and hosts them on its website so
merchants can come back and view them




on a later date if they missed an original
broadcast.

“We also round our message out,” says
Yohe.“We’ll take new product collateral and
do a press release about the (trade) shows
we’re going to feature that make sense,and
we certainly talk about some of those added
bells and whistles that might have gone into
an existing product.The webinars that are
on our website also will be updated to re-
flect the new product feature sets and have
a request for information there.”

Once a year, the company also hosts a
“user group conference” at its headquar-
ters where it invites its customers for a
few days.That event leads into a high-pro-
file community event BillingTree hosts.

Similar to McCollum’s experience in
promoting all-star basketball games in
Switzerland decades ago, BillingTree
has conducted a philanthropic-minded
concert that was the brainchild of Willis,
one of the company’s founders. Three
years ago, the company started with a
concert in a restaurant parking lot and
raised $44,000.The next year, the com-

“Our whole business model,
bigger picture, is we want
to simplify the world of
payment processing.”

—Scott McCollum

pany decided to make it even bigger and
dedicated a percentage of its projected
net profit to the event.

Christened “RockBlock,” the event fea-
tured the bands Skid Row, Night Ranger,
and Firehouse, plus a couple of opening
acts, and was held at a larger venue the
second year. Nearly 3,000 people attend-
ed and the company raised $100,000,
which it ear-marked to a number of
charities, including the V Foundation,
named for former North Carolina State
basketball coach Jim Valvano, that funds
cancer research.

On Nov. 5, 2011, BillingTree hosted its
largest concert yet with fellow sponsors
including the Arizona Republic news-
paper, a local television station, and the
Gannett Foundation. REO Speedwagon
and former members of the band Bos-
ton performed.The proceeds will go to
hundreds of charities through Gannett’s
“Season for Sharing” campaign. More than
3,000 people attended the 2011 event,
and, for the second straight year the com-
pany expected to make a gift of at least
$50,000 to a single charity, says Yohe.

“That’s our company spirit,” McCollum
says.“Our employees enjoy it.We have a
good time.We have our user group con-
ference right before it, so it gives all of
our customers a chance to come in and
learn for a day and a half and then hang
out and see the other side of us.

The team at BillingTree likes “to have
fun” while they work. TT

Jobn Manasso is a contributing
writer to Transaction Trends. Reach bim
at jobn_manasso@yahoo.com.
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Sign-up for the FREE all-new digital edition,
launching next month!
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today!
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The Challenges of Going Mobile
Hacker activity, lack of compliance program, push the data
security envelope

By Keith Swiat, Greg Rosenberg, and Kelly Shelton

martphones enable us to make calls,
Sread email, browse the Web, and cul-

tivate a virtual farm whether we are
at home, at work, or on the train. They also
can process credit card payments—one
of the fastest growing segments for pay-
ment applications for both consumers
and merchants.

Newer versions of mobile platform
operating systems (OSs) such as Apple
iOS, RIM Blackberry OS, Google Android,
and Microsoft Windows 7 Mobile are well
polished and easy to use.The ubiquity of
these programs has helped instill confi-
dence in consumers, and the average per-
son now feels comfortable using them to
perform all sorts of financial transactions.
And while this is exciting news for the
payments industry because it broadens
the reach of card-accepting merchants
to remote locations, it means that mo-
bile payment applications are becom-
ing a prime target for hackers and crime
syndicates.

As a qualified security assessor (QSA)
for the PCI Data Security Standard and
a Payment Application QSA for the Pay-
ment Application Data Security Standard
(PA-DSS), Trustwave sees two primary
concerns with using a smartphone to
process credit card payments: compliance
and security.

From a compliance perspective, many
of the mobile payment applications that
users install on their phones are consid-
ered payment applications under the
PA-DSS. The PCI community (which in-
cludes the PCI Security Standards Council,
the application vendors, merchants, and
QSAs) has not reached unified agree-
ment on securing applications because
it’s unclear whether a phone can ever be
fully secure. In order to address this new
frontier, the PCI community is presently
engaged in research, data gathering, and
creating mobile-focused task force groups.
In the meantime, there is no formal guid-
ance or broad compliance standards for
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mobile applications.

From a security perspective, however,
the challenges are even more daunting.
Hundreds of applications are running
on numerous OSs beyond the standard
Windows and Mac. With this increased
complexity comes the need for more spe-
cialized knowledge. In addition, new at-
tack vectors to penetrate mobile devices
now exist and are already being used to
attempt data theft.

Mobile Vulnerabilities
The ecosystem of mobile OSs is much
more diverse than the desktop comput-
ing world. While Windows is the clear
dominant OS on today’s desktops, sev-
eral mobile platforms have been able to
claim dominance. Correspondingly, the
mobile security ecosystem is, in many
ways, more diverse than on desktops.
While a disproportionate amount of
PC malware targets Windows compared
with any other OS, the primary target of
mobile malware has shifted among differ-

ent platforms based on their popularity
and ability to reach the most end-users.
Trustwave SpiderLabs recently pre-
sented ongoing research in advanced mo-
bile rootkit techniques and mitigations,
which targeted both Android and iPhone
platforms. Many of the same email and

Web-based phishing attacks on PCs spill

over onto mobile devices.This research

also identified the most prevalent vulner-
abilities in mobile platforms:

* There is a rise in email and Web attack
vectors that specifically target mobile de-
vices; these either exploit specific mo-
bile software vulnerabilities or lure users
into accepting trojans through phishing
attacks. Some target users via directed
email, while a few have exploited client-
side software vulnerabilities via Web
browsers and email messages.

* Short message service (SMS) and mul-
timedia messaging service (MMS) have
long been popular features exploited
by mobile malware. Symbian and J2ME-
based mobile platforms have, historical-



ly,been targeted by trojans that send SMS
messages to premium-rate numbers with-
out user consent.These take advantage
of unsuspecting consumers by planting
malware on their systems—often with-
out their knowledge.

Mobile Transaction Authentication Num-
ber (mTAN, sometimes called SMS-TAN)
is a type of easily deployed second-fac-
tor authentication used by online bank-
ing and other industries. Customer cell-
phone numbers, considered to be more
difficult to obtain, are often used to send
one-time passwords via SMS to the cus-

tomer to authenticate online transactions.

What does this mean to a card-accept-
ing merchant using a mobile device? At-
tackers are very interested in finding and
exploiting vulnerabilities, and continue to
steal and commit fraud from every angle.
These malicious users present the most
immediate threat when using mobile pay-
ment applications.

The State of Compliance

Compliance organizations, such as the
PCI SSC, are in the process of developing
the right compliance framework for this
technology. While the payment applica-
tion vendor community would like to be
moving more quickly, the methodical ap-
proach is warranted. In many of the mo-
bile payment applications that Trustwave
has encountered, on average just 25 per-
cent of the PA-DSS requirements were ap-
plicable to the technology. Furthermore,
an open question remains for merchants
using mobile payment applications in
their infrastructure, and their ability to
meet their obligations to maintain a PCI
DSS compliant environment.

This past summer, the PCI SSC an-
nounced a system to classify mobile pay-
ment applications into three categories.
While the system clearly delineates cate-
gory 1 and category 2, all mobile payment
applications running on smartphone plat-
forms are lumped into category 3, which is
still not in scope for PA-DSS.

The good news is that in July the PCI
SSC formed a mobile payment applica-
tion task force—which includes soft-
ware vendors, hardware vendors, and
QSAs—to create a compliance program
aimed solely at mobile payment applica-
tions.The program is still taking shape.In
the short term, vendors are still unable

to fully assess mobile applications, and
merchants are unable to use their mobile
payment applications and remain in com-
pliance only by using applications that
are listed on the PCI SSC’s Approved Ap-
plication list.

Beyond the software vendor, merchants
cannot use any mobile payment appli-
cations that are designated as category
3 regardless of their investment in the
solution. Large merchants are especially
prone to this issue because of their size
and scale and the more stringent compli-
ance requirements for PCI DSS.“Individual
merchants”—such as artists, mom-and-pop
shops, and street fair vendors—often are

using these applications without knowing
if they are secure, effectively putting their
business and their personal mobile device
at risk.

Mobile Security Guidance

With the ever-present threat of data com-
promise from hacker activity coupled
with the lack of a comprehensive compli-
ance program, software and hardware ven-
dors are working on new ways to protect
cardholder data.

One of the more secure ways of per-
forming cardholder data transactions is
by using a “linked account” solution on a
mobile platform, which works similar to
websites such as PayPal. The user creates
an account and then links it to his or her
payment card information. At the time of
transaction, the consumer provides the
merchant with his or her account ID and
the actual payment card transaction is han-
dled at a server level. This solution has the
benefit of not requiring cardholder data to
be stored on the mobile device and moves
cardholder data security to a centralized,
more controllable environment.

Another area of development deals with

the hardening of third-party devices that
allow payment cards to be swiped to com-
plete card present transactions. Hardware
vendors are working in conjunction with
software vendors and acquiring banks to
allow these card readers to encrypt card-
holder data before it is passed through the
mobile platform’s OS. In these solutions,
the underlying mobile platform would not
contain any encryption information, such
as keys, and therefore would not have the
ability to decrypt cardholder data.

For applications that store card data for
use with mobile transactions, software ven-
dors are working on encryption schemes
for securing data while it is stored on the

device. This solution can be complicated
because of the PCI DSS key management
requirements. For example, the require-
ment to update encryption keys at least
annually can be difficult to meet because
data connectivity on mobile devices can
be sporadic, which makes key synchroni-
zation an issue.

Mobile technology presents a great op-
portunity for the payments industry, but
it’s important to understand the risks and
security implications of these solutions
prior to purchase and implementation.
The payments industry is well-served to
carefully review these application’s devel-
opment standards and to ensure that the
merchants using them so that their live-
lihoods are properly accounted for and
protected. TT

Keith Swiat is director, payment
applications practice; Greg Rosenberg
is alliances sales engineer; and Kelly
Shelton is director of marketing for
Trustwave in Chicago. Shelton also

is a member of ETA Risk and Fraud
Commilttee. Reach ber at kshelton@
trustwave.com.
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To inquire about a membership with ETA, please contact Del Baker Robertson, director of membership and mar-

keting, at dbaker@electran.org. For a complete list of ETA member companies, go to www.electran.org/members.

Panasonic

West Covina, CA
626/318.6135
Us.panasonic.com
Contact: Mario Carillo

Payfirma Corporation
Vancouver, BC,Canada
604/200.2245
www.payfirma.com
Contact: Michael Gokturk

PayMaxxPro LLC
Sarasota, FL
941/371.7999
www.leedomgroup.com
Contact:Jim Garvin

Payment Data Exchange
Tulsa, OK

914/317.7050
www.pdex.com
Contact:Lynn Mitchell

Payment Logistics

San Diego, CA
858/200.9634
www.paymentlogistics.com
Contact: Dustin Niglio

Payment Network International
Fortitude Valley, QLD, Australia
61.7.3099.6905

WWWw.pni.com

Contact: Damien Gough

PayTrace
Vancouver, WA
360/635.6291
www.paytrace.com
Contact: Cameron Miller

Preston Todd Advisors
Boston, MA

617/849.8835
www.prestontoddadvisors.com
Contact:Lane Gordon

PRIDE Payments Network LLC
Overland Park, KS
913/944.2950
www.pridepay.com

Contact: Douglas Byerley

Principis Capital

New York, NY
212/560.6388
www.principiscapital.com
Contact: Jane Prokop

Radiant Systems
Alpharetta, GA
770/576.6320
www.radiantsystems.com
Contact: Ernie Floyd

Recharge Plus USA Inc.
Warren, NY
732/902.2302
www.rechargeplus.com
Contact: Pierre Saez

Redstone Payment Solutions LLC
Houston, TX

281/921.8351
www.redstonepaymentsolutions.com
Contact: Lawrence Petru

Reeve Augustine PLLC
Gun Barrel City, TX
903/887.0602
www.reeveaugustine.com
Contact: Jay Reeve

RocketPay LLC
Newburyport, MA
978/255.3101
www.rocket-pay.com
Contact:Rod Hometh

SB Payment Systems LLC
Germantown, TN
901/481.4187
www.sbpaymentsystems.com
Contact:John Salajka

Synergy World Inc.

San Diego, CA
858/569.8842
www.synergyworld.com
Contact: Joel Kantor

SysArc Infomatix
Richardson, TX

972/918.0852
www.sysarcinfomatrix.com/us
Contact: Daniel Carrozza

Tech Global Partners
East Greenwich, RI

Terrapin Financial Services LLC
Pittsburgh, PA

412/478.0266
www.terrapinfinancial.com
Contact: Prudence Posey

TF Payments Inc.
Irvine, CA
866/736.2877
www.tfpayments.com
Contact: Penny Franco

The Great American ATM Company
Auburn, AL

Think Computer Corporation
Palo Alto, CA

415/670.9350
www.thinkcomputer.com
Contact: Aaron Greenspan

Transaction Resources Inc.
Dove Canyon, CA
802/922.9540
www.triusa.net

Contact: Jesse Snyder

Unified Payments LLC
North Miami Beach, FL
877/621.9110
www.unifiedpayments.com
Contact: Oleg Firer

Universal Business Payment Solutions
Radnor, PA

404/427.9432

www.ubpsac.com

Contact: Peter Davidson

Verichek Inc.
Blairsville, GA
404/872.4585
www.vericheck.net
Contact: Jerry Hannah

Wholesale Payment Solutions
Carrollton, TX

469/737.8538

WWW.wpsi.com

Contact:Jason Grant
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INDUSTRY INSIDER

A Multi-Layered Approach

Layered Tech’s scalable compliance services allow the company to

serve enterprises big and small

By Bryan Ochalla

ile Plano,Texas-based Layered Tech is a provid-
er of compliance-based managed services,
managed dedicated server hosting, and on-

demand virtualization/cloud hosting services, it didn’t
start out in the compliance space.

Just five years ago, the company focused on of-
fering its managed hosting solutions to small- to me-
dium-sized enterprises, according to President Brad

~

“We bring to the
table not only
the infrastructure
and the physical
security elements
to enable PCI
compliance,

but also a com-
plete managed
solution.”

—Nate Brancato Y,

Hokamp.

Layered Tech “was more fo-
cused on selling those solu-
tions to what I would classify as
high-tech type companies and
software-as-a-service (SaaS) type
companies.

“We’ve had a lot of success in
that area,” he adds, “but we were
starting to hear, even from Saa$S
companies, that they wanted and
needed compliant solutions that
[would] help them protect their
data”

Broader Scope

In 2007, Layered Tech transitioned
from selling its managed hosting
solutions down-market to sell-
ing those same solutions, as well
as compliance-based and cloud-
based solutions, to medium- and
larger-sized enterprises. The
company also acquired Kansas

City, Missouri-based GSI at that time—a move that
smoothed the transition.
“It was a very strategic move on our part,” Hokamp

says. Bringing GSI and its experience with PCI compli-
ance into the fold “gave us the foundation we needed
to start targeting more of the compliant hosting re-
quirements that are out there.”

Today, Layered Tech offers an array of products to
those in the health-care industry, by way of its HIPAA
Compliant Hosting solution. For the payments space,
it offers its PCI Compliant Hosting solution.

“The payment card industry is kind of the linchpin,
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or one of the foundation market segments, when it
comes to compliant hosting,” Hokamp points out.

The company’s payments customers include finan-
cial institutions, fraud-protection companies, gateway and
payment processors, and merchants, says Nate Brancato,
senior vice president of sales for the western region. “Our
value proposition is that we bring to the table not only the
infrastructure and the physical security elements to enable
PCI compliance,but also a complete managed solution [that
covers] scans, remediation of logs and alerts, documenta-
tion of this information to enable support for the audit,and
more”

The company also offers scalable compliant hosting so-
lutions. Its website, for instance, assures that its “approach
to managed services allows us to build upon our base-level
monitoring capabilities with increasing ‘layers’ of system
management depending on the degree of complexity as-
sociated with a client’s IT environment.”

Layered Tech also assists clients based on their size and
needs.

“So much of [reviewing, addressing, and documenting
logs and alerts] is beyond what some of our small- to me-
dium-sized clients can or want to do on their own,” says
Brancato. And when it comes to our larger clients, many of
them are looking at speed to market—that’s why they come

»

to us and why they want us to handle these things for them

Total Package

When asked what differentiates Layered Tech and its so-
lutions from those offered by its main competitors, Ho-
kamp answers,“We can basically manage your compliant
environment—the whole process,including the IT infra-
structure elements as well as the security elements—for
you”

A lot of the company’s competitors “enable their clients
to be compliant, but we manage the entire compliance
process for them, so they don’t have to do it themselves,’
Brancato says.

“It lets our clients focus on executing their strategies,
growing their companies, and, in general, doing what they
do best” TT

Bryan Ochalla is a contributing writer to Transaction
Trends. Reach bhim at bochalla@yaboo.com.
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Hidden Compliance Fees?
Angry Merchants?

Don’t take it
anymore!

We've got some bhetter ideas! Take a look:

You can have it all! You can still earn an 8x upfront bonus, 50%-65% revenue sharing splits,
the best free terminal placement programs in the business, with an honest, transparent,

reasonable Compliance Program.

Total Transparency

Total Merchant Services protects you and your merchants with total
transparency. We take a reasonable approach in disclosing the financial
details of our Compliance Program to every new merchant on our
Schedule Of Fees in simple, clear language.

Easy To Sell

All our merchants receive the Compliance Program at no additional
charge during the first year of their processing relationship with us and
these services may be accessed immediately. On the 13th month of
processing, and from that point forward, merchants will be assessed
a fee of $4.95 per month. We even offer a $25,000 Compliance
Reimbursement Program to make sure our merchants feel good as they
are getting something in return.

Honesty is our Everyday Policy

At Total Merchant Services, you'll find no compliance fee trickery and
zero surprises. We believe in being upfront, honest and ethical in all of our
business dealings. We will not use bait and switch tricks or surprises to
get over on merchants or sales partners. We know that doing anything
less would be a recipe for disaster—not growth.

Still not sure? Want to be convinced?

If you'd like help comparing our program, including the true impact
of the Compliance Program fees, please give us a call. We'll show
you that chasing a deal that looks better is NOT going to make up
for a Compliance Fee Program that destroys your reputation and
your business.

Who's going to have happier customers?
You!
Who's going to earn more money?
You!

Who's going to get more referrals?

You!

Who's going to break through in ‘117
You!

/)

otal merchant services

payment solutions for your business

Give us a call or visit our website for more details.
(888) 848.6825 x9411 upfrontandresiduals.com



